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CYBER LOSS AND ELECTRONIC DATA LIABILITY EXCLUSION 
  

 
 

This Endorsement Changes the Policy. Please Read It Carefully. 

 

Words and phrases in bold have special meaning as defined below or in the Form to which this Endorsement is attached. 

 

The titles of sections or paragraphs listed below should not be considered for purposes of interpreting the intent of this 
Endorsement. These titles have only been inserted for ease of reading. 

 

This Endorsement is attached to and modifies each of the following liability coverage forms and endorsements specified in the Declaration 
Page(s) as forming part of this Policy: 

COMMERCIAL GENERAL LIABILITY MAX; 

COMMERCIAL GENERAL LIABILITY POLICY CLAIMS MADE FORM; 

COMMERCIAL GENERAL LIABILITY FORM – CLAIMS MADE; 

OWNERS’, LANDLORDS’ & TENANTS’ LIABILITY; 

FARM AND HOME LIABILITY; 

FARM LIABILITY; 

AGRICULTURAL BUSINESSES LIABILITY POLICY; 

COMMERCIAL UMBRELLA COVERAGE; 

COMMERCIAL EXCESS LIABILITY; 

FARM UMBRELLA LIABILITY; 

FARM UMBRELLA LIABILITY COVERAGE FORM; 

AGRICULTURAL BUSINESSES UMBRELLA LIABILITY POLICY; 

ANY EXTENSIONS, CLAUSES, OR ADDITIONS OF COVERAGE to the above base forms, including exceptions to exclusions.  
 

This Endorsement does not apply to the Privacy Breach Liability when such Form is attached to this Policy. 

 

It is agreed that any Electronic Data exclusion (or any other exclusion of the same nature) that may be contained under one of the 
abovementioned Forms to which this Endorsement is attached, is deleted and replaced by the following exclusion. Otherwise, if the Form 
to which this Endorsement is attached does not contain an Electronic Data exclusion (or any other exclusion of the same nature), the 
following exclusion is added to such Form: 

1. This insurance does not apply to bodily Injury, property damage, personal injury, advertising injury, compensatory damages, 
punitive damages, exemplary damages or any other liability, loss, injury, damage, damages, cost, expense or other sum, incurred by 
you or others, arising out of the actual, alleged or threatened: 

 1.1. Cyber loss; 

 1.2. Loss of, loss of use of, damage to, misinterpretation of, misuse of, corruption of electronic data; 

 1.3. The inability to access, process, store, transmit, intercept or manipulate electronic data. 

2. For the purposes of this Endorsement, the following definitions are added to the DEFINITIONS section to which this Endorsement is 
attached: 

 2.1. Computer system means any computer, hardware, software, electronic device, communication or control system (whether or 
not mobile or portable), including but not limited to any: 

2.1.1. Microcontroller or microprocessor; 

2.1.2. Server, cloud or networking equipment; 

2.1.3. Peripheral computer equipment, input, output or data storage device; or 
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2.1.4. Application, program, process or code; 

owned, leased, rented, operated, or controlled by you or any other party. 

 2.2. Cyber act means an unauthorized, malicious or criminal act or series of related unauthorized, malicious or criminal acts, 
regardless of time and place, or the threat or hoax thereof involving access to, processing of, use of or operation of any 
computer system. 

 2.3. Cyber incident means: 

2.3.1. Any error or omission or series of related errors or omissions involving access to, processing of, use of or operation of 
any computer system; or 

2.3.2. Any partial or total unavailability or failure or series of related partial or total unavailability or failures to access, process, 
use or operate any computer system. 

 2.4. Cyber loss means any cyber act or cyber incident including, but not limited to, any action taken or failure to be taken, in 
controlling, preventing, suppressing, mitigating or remediating any cyber act or cyber incident. 

3. For the purposes of this Endorsement only, it is agreed that if a definition of “Electronic data” is contained under the Form to which this 
Endorsement is attached, such definition is deleted and replaced by definition 2.5. below. Otherwise, if the Form to which this 
Endorsement is attached does not contain an Electronic Data definition, the following definition is added to the Definitions section of 
such Form: 

2.5. Electronic data means information, facts, concepts, programs, software or code stored as or on, created or used on, or 

transmitted in a form to be used, accessed, processed, transmitted or stored by a computer system. 

 

All other terms and conditions of the Policy remain unchanged. 
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